
F R E E  Q U I Z

Which Security Career Track
Is Right For You?

Fifteen questions that match how you actually work to one of five
security career tracks, with what each role does day to day and
the first ninety days of study for the track you land on.

SkillStack Suite  ·  skillstacksuite.com  ·  15 questions · 5 tracks · 90 day plan



Cybersecurity is not one job. It is at least five distinct professions that share a vocabulary and

almost nothing else about their daily reality. People leave the field not because it is too hard but

because they entered the track that suited them least, then concluded the whole industry felt

like that. This quiz is designed to prevent that specific mistake.

HOW TO SCORE

Answer all 15 questions with the option closest to how you actually behave, not how you think a security

professional should behave. There are no better and worse answers here, only different fits. Write down the

letter for each answer, then count how many of each letter you chose. The letter you chose most often is

your primary track. If two or more letters tie, your answer to question 15 breaks the tie: whichever of the

tied letters you selected there is your primary track. If question 15 is not among the tied letters, use question

1 the same way. Your second most frequent letter is worth reading too, because the strongest careers in

this field usually sit at the boundary between two tracks.

The fifteen questions
1. Which of these would you happily do for a whole day?1

Work through a stream of alerts, deciding what is real and what is noiseA

Map a set of requirements against what an organization actually does, and write up the gapsB

Poke at a system methodically until it does something it was not meant to doC

Design how identity, network and logging should fit together for a new platformD

Read code looking for the place where an assumption does not holdE

2. A serious incident is underway. Where do you want to be?2

In the investigation, reconstructing what happened from the evidenceA

Managing notification obligations, regulators, and the record of decisionsB

Working out how they got in, and whether the same route exists elsewhereC

Rebuilding and hardening the environment so it does not happen againD

Finding and fixing the flaw in the application that made it possibleE
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3. Which sentence sounds most like something you would say?3

That pattern does not match anything normal for this hostA

We can accept that risk, but somebody senior has to sign itB

I bet that field is not validated on the server sideC

If we solve it here, it is solved everywhere by defaultD

This library is three versions behind and that one had a real problemE

4. What kind of feedback loop do you need to stay motivated?4

Fast, several times a day, with a clear resolved or not resolvedA

Slow but visible, measured in programs completed and audits passedB

Sharp and binary, it either worked or it did notC

Long horizon, judged by how much does not break over yearsD

Per change, judged by whether the defect is gone and stays goneE

5. How do you feel about writing?5

Fine when it is a timeline of what happenedA

Comfortable, it is most of the job and I know itB

Necessary, the report is what the client is actually paying forC

Useful, mostly as design documents and standardsD

Brief, ideally in a pull request commentE

6. Pick the frustration you could tolerate for years.6

Volume, and most of it turning out to be nothingA

Slow organizational change and repeating yourself to committeesB

Scope limits, and findings that never get fixedC

Long projects where the value only shows up much laterD

Being the person who slows down a releaseE

7. What is your relationship with schedules?7

I can work shifts or be on call, and I would rather have structureA

Regular hours, with deadlines that come from external datesB

Intense bursts during an engagement, quieter between themC

Predictable, with deep work blocks and few interruptionsD

Tied to a development cycle, whatever that team's rhythm isE
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8. Which existing background feels closest to yours?8

Help desk, IT support, network operations, or military or law enforcementA

Audit, quality, project management, law, or another regulated professionB

Self taught tinkering, capture the flag competitions, or systems curiosityC

Infrastructure, systems administration, networking, or cloud engineeringD

Software development, testing, or data engineeringE

9. Someone hands you a system you have never seen. What is your first move?9

Find out what normal looks like, so I can spot abnormalA

Find out what rules apply to it and who owns itB

Find the edges, the inputs, and what happens when I push on themC

Draw how it connects to everything elseD

Read the code or the API surfaceE

10. How much do you enjoy persuading people?10

Rarely necessary, my evidence usually speaks for itselfA

It is the core skill, and I am willing to build itB

I prefer to demonstrate rather than argueC

I persuade through design decisions that make the right way the easy wayD

I persuade one engineer at a time, with a concrete exampleE

11. Which learning path appeals more?11

Detection logic, log analysis, forensics, and attacker behaviorA

Control frameworks, risk methods, privacy regulation, and audit practiceB

Exploitation techniques, tooling, and adversary tradecraftC

Identity, cloud platforms, network design, and automationD

Secure coding, threat modeling, dependency and pipeline securityE

12. What does a good day end with?12

A confirmed incident contained, and a written timelineA

A risk accepted in writing by the person who should own itB

A finding nobody expected, reproduced and documentedC

A control applied once that now covers every systemD

A vulnerability class eliminated from the codebase, not just one instanceE
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Count of A

security operations

Count of B

governance, risk and compliance

Count of C

offensive security

Count of D

security engineering and architecture

Count of E

application and product security

13. Which measure of success would you be proudest of?13

Time from compromise to detection, brought down substantiallyA

An organization that can evidence its controls without a panicB

A report that changed how a client thought about their exposureC

An environment where the insecure option is not availableD

A release pipeline that catches the problem before a human sees itE

14. How do you feel about ambiguity in your instructions?14

I want a defined procedure and an escalation pathA

I am comfortable interpreting requirements written by othersB

Give me the scope and the rules of engagement, then leave me aloneC

I would rather define the standard than follow oneD

I want a clear acceptance criterion, then flexibility on howE

15. If you could only be excellent at one of these, which would you choose?15

Noticing what does not belongA

Making an organization act on what it already knowsB

Finding the way inC

Building things that stay secure without anyone maintaining the disciplineD

Making software correct under hostile conditionsE
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My primary track

highest count, or the tie-break rule

My secondary track

second highest count
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Mostly A Security operations and incident response

You are drawn to the live picture: what is happening now, what is unusual, and what to do

about it. Day to day this means triaging alerts, investigating suspicious activity, building

and tuning detections, and running incidents when something is real. It rewards pattern

recognition, calm under pressure, and a tolerance for volume. The entry route is the most

accessible in security, particularly from a help desk or network operations background,

and the work is often shift based or on call at the start. Build first: comfort reading logs

from operating systems, identity systems and network devices, a working knowledge of

attacker techniques and how they appear in telemetry, one query language well, and the

discipline of writing a clear timeline. The step up from analyst is detection engineering,

where you write the logic rather than consume it, and that is where the ceiling rises

sharply.

Mostly B Governance, risk and compliance

You are drawn to the system around the systems: what is required, who owns it, and how

an organization proves it. Day to day this means risk assessment, control design and

testing, policy work, audit and certification preparation, third party risk, and translating

technical reality into terms an executive or a regulator can act on. It rewards clear writing,

patience with organizations, and the ability to be the person who asks for evidence

without becoming an irritant. It is the most accessible track for career changers from

audit, law, project management and other regulated professions, and it is chronically short

of people who genuinely understand the technology underneath. Build first: fluency in one

control framework end to end rather than a shallow tour of several, risk assessment

method, how an audit actually runs, and enough technical depth to know when a control is

real. The differentiator in this track is credibility with engineers.

Mostly C Offensive security

You are drawn to proving things rather than arguing them. Day to day this means scoped

penetration tests, red team engagements, vulnerability research, and, unavoidably, writing

reports that explain what you found to people who will decide whether to fix it. It rewards

persistence, methodical curiosity, and the ability to explain impact in business terms

rather than technical ones. It is the most competitive entry point in security and the one

most often entered sideways, from operations, development or infrastructure, after

building demonstrable skill on your own time. Build first: networking and operating system

fundamentals deeper than most people expect, at least one scripting language,

systematic methodology rather than tool familiarity, and a portfolio of your own work

through practice platforms and competitions. Be clear eyed about the reality: the report is

the product, the scope is always narrower than you would like, and many findings will

never be remediated.
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Mostly D Security engineering and architecture

You are drawn to solving a problem once, in a way that removes a whole class of future

problems. Day to day this means identity and access design, cloud and network security

architecture, building the guardrails and automation that make the secure path the default

one, and reviewing designs before they are built. It rewards systems thinking, patience

with long horizons, and a willingness to be judged by what did not happen. It is the most

natural move for people already working in infrastructure, systems administration or cloud

engineering, and it is currently one of the most in demand tracks. Build first: identity and

access management in real depth, at least one cloud platform's security model properly

rather than superficially, infrastructure as code, and the habit of writing a design

document that survives contact with a review. This track also has the clearest path toward

senior architecture and leadership roles.

Mostly E Application and product security

You are drawn to the code and to the moment a defect is introduced rather than the

moment it is exploited. Day to day this means threat modeling new features, reviewing

code and designs, running and tuning security testing in the build pipeline, managing

dependency and supply chain risk, and coaching development teams so that fewer issues

reach you at all. It rewards genuine software fluency, precision, and the diplomacy

required to be the person raising concerns about someone else's work. A development or

testing background is close to a prerequisite, and if you have one this is the highest

leverage track available to you. Build first: how common vulnerability classes actually

arise in code rather than how they are described in a list, threat modeling as a repeatable

practice, secure design patterns for authentication and authorization, and pipeline and

dependency security. The measure of success in this track is a vulnerability class

eliminated, not a ticket closed.

The five tracks side by side

USE THIS TO SANITY CHECK YOUR RESULT. IF THE DAILY REALITY COLUMN REPELS YOU, THE QUIZ HAS

TOLD YOU SOMETHING USEFUL.
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Track Daily reality Easiest entry from Main frustration
What excellence looks

like

Operations and

response

Alerts, investigations,

incidents, shifts or on

call

Help desk, IT

support, network

operations

Volume and false

positives

Fast, evidenced, well

documented

decisions under

pressure

Governance, risk

and compliance

Assessments,

controls, policy,

audits, meetings

Audit, law, project

management, quality

Slow

organizational

change

Risk that is owned,

evidenced and

actually reduced

Offensive

security

Scoped

engagements,

testing, report writing

Any technical role

plus demonstrable

self study

Findings that

never get fixed

Impact explained so

clearly it gets funded

Engineering and

architecture

Design, build,

automate, review

Infrastructure,

systems, cloud

engineering

Long feedback

loops

The insecure option is

not available by

default

Application and

product security

Threat modeling,

code and design

review, pipelines

Software

development, testing

Being seen as the

brake on delivery

Whole vulnerability

classes eliminated

Your first ninety days, whichever track you landed on

My primary track

Days 1 to 30: fundamentals you cannot skip.

Networking, operating systems, and identity. Every track rests on these, and the people who skip them

hit a ceiling within two years. Learn them by building something, not by watching.

1

Days 31 to 60: one track specific depth area.

Take the 'build first' list from your result and pick the single item you are weakest on. Depth in one area

beats familiarity with five, because interviews test depth.

2

Days 61 to 90: produce one artifact.

Something a stranger can look at. A documented lab build, a detection you wrote and tested, a risk

assessment for a small real organization, a threat model for an open source project, or a written report of

a legally scoped exercise. The artifact is what turns study into a conversation with a hiring manager.

3

Throughout: talk to two people already doing the job.

Ask them what the worst part is. If their worst part sounds tolerable to you, your quiz result is confirmed

by someone with more information than this document has.

4
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The weakest item on my track's build first list

The artifact I will produce by day 90

Two people I will ask about the worst part of the job

The frustration I would have to tolerate, in my own words

YO U R  N E XT  S T E P

Follow the track with a structured path rather than a reading
list

The hardest part of entering security is not finding material, it is sequencing it and knowing when you
know enough to apply. All-Access covers the technical foundations and the track specific depth for all
five paths, built around projects that produce the artifacts hiring managers actually ask to see, so the
ninety day plan above has something behind it.

Join SkillStack Suite All-Access, $47/mo at skillstacksuite.com

Important. This quiz is general educational information and career guidance, not an assessment of aptitude, and it is not
professional career, employment or educational advice. Role definitions, entry requirements, hiring conditions and compensation
vary widely by employer, sector, region and over time, and no employment outcome is promised or implied. Any security testing you
perform must be authorized in writing by the owner of the system, as unauthorized testing may be unlawful regardless of intent.

SkillStack Suite 10


	The fifteen questions
	The five tracks side by side
	Your first ninety days, whichever track you landed on

